flag(1:0k)

name ptr

flower_ptr_siii/////////////a

color

color

color




delete

0

name ptr \\\\\\\\\\\$
color freed

color
color

flower_ptr_save

—> still exist , double
free?



REfIIPLEEEIE?

HEELibctbilt: BERTLIBTEHRMEE? 87553k nameS1a(R,
EEStackibillt: SRIUAKIT

itHEEHeaptthilt: FtEELibcibit BRIEIT ! |

H1T7System: 1REEEZEZIHBDouble Free



HHIRATGE,

flower[0]

EInEI)

flower[1]

name[1]

two
malloc

Z{Plhacknote, TR

flower[0]

name[0]

flower[1]

name|1]

free

flower[0]

flower[2]

flower[1]

name|[2]

one
malloc

XITF (388 -> GFB) -> (AF)

hacknoteZ FRLABEIEZRKTH, EE B
o] LA3E s (SLER)

secretgardenAELAEH] (SLEB)
FTLAX M5 E2AT

FRAX 5
XEGH free (flower)
RERARILE (flower->flag = 0)



BE... WNRHK— I Fast, —"Unsorted?

Print name, get bk ptr
So, get unsorted bin addr

flower[0] flower[0] flower[0]

EINEN EIMEIIN Fast flower[2]

flower[1] flower[1] flower[1]

Unsorted =

two two
malloc free



BE... NERK—1Fast, —"Unsorted?

flower[0] flower[0] B—Nal

name[l1] BF&E—IRERIE, FTLAANREN,
S5 FETop chunk

EInEI) name|0] Fast
T BFERMRRA
- HEiEflower[2], BHLEEHELE
flower[1] flower[1] « name[0] = Unsorted, name[1] = Fast

SR T Fast FEEHAVFE, RE!

Unsorted —

two two
malloc free



WE—1EE, BET—KXTEE! |

flower[0]

flower[0]

flower[2]

name[0] unsorted
EINMEIIRN unsorted

flower[1]

flower[1]

name|1] name|[1]

two malloc
one free

22272

flower[O]

flower[2]

name[0] Small bin

flower[1]

name[1]




\

N

S—1hik, BRET—XKIEE! |

.|

XEEFHEMallocBUiiE, FRIRIEHRAK/N0xe0, Ff[JERIEOXdO
o BEXIMFastbin, Smallbin: £

« [EHUnsorted binf AE—th: =53,
B2R! RS EERI FRIR/INF0x20, EAEnZAY! !

- JEHAUnsorted bin, HRIEA/NDEEISmall / Large
FRLAFAI RO EE RSB Small bin &R

- BEikLarge bin: KL

-+ SHEOENHATHBRARIR . HEBAIRTER
FR! BAFHEENF0x20, LGRS ERREILEEE].

T 22272

flower[0]

flower[2]

TaEol Small bin

flower[1]




S—1hiE, BET—XKIEE! !

_
data

ERIFEERA/IN0xe0, FAiJRiE0xd0
fd = small bin[Oxe]
bk = small bin[Oxe] name[1]

e

flower[0]

flower[2]

name[2]

flower[1]

flower[0]

flower[2]

name|0]

flower[1]

name[1]

Small bin



\

BWE—1HEE, BET—XTEE! |

BIRTERANIOXE0, FefiEBOXAO T

fd = small bin[Oxe] =il

bk = small bin[Oxe] flower[2]
-

fd
bk

Wﬂﬂiﬁi \ \ ‘ . N flower[1]
- MEiE—#, fd = 11111, aILAEEIbk, &=ZEZsmall bin[Oxel{R#E&E, I5xE

« XWFlibc, [ERERS, FnILAEmMain_arenafRiZE, HliEsmall bin[Oxel{RIZE.
HFlibcEit—ERE\x00, FRLAFRBILAXliEsmall bin[Oxe]AIRE!

l=F: {Elibc2.23A, small bin[Oxe]—EE\x4845%R, BRLAF{iJR & Aname = \x48
LbAsfd {37873 small bin[Oxe]! FRLARTLAfSZIfd, 1§ZElIsmall bin[Oxe], RERERE, IRE




BT LibcEill, BREAFIGHITSystem, RBAEHE 1 Double Free l

delete Suppose begin with index 4
0 * Malloc twice
flower_ptr_save name otr * Free(4),Free(5),Free(4)
co|orp \ freed « Malloc(4, our_addr)
color « Malloc(5, something)
color « Malloc(4, something)
« Malloc(our_addr)
0 o
BEXIBERNAS?
—> exist, double free? * GOT;E: H FRELOAD, QEM

Libc_fini_main: ALSR, ki

hook: =i1!

10 _struct: =!



EOEINE, AREERTLAHEHeapElE, 75iAR EHEMMEELibcElI—#F

flower[0]

name|0]

flower[1]

name|1]

fastbin[x]

get name[0] address

heap addr

name[@] .addr - sizeof(flower[0])

flower[O]

flower[2]

flower[1]

name|[2]



Double Free, —FHRIGE T, LUNXFIEHouse of spirit

Double Free : TR L{ME— ) fake_chunk, ZAfGmalloc (fake_chunk)
House of spirit : {RHiE— " fake_chunk, AGfree(fake_chunk)

Double free check

« fake chunk BY size HBEXMWHE) fastbin ZESK

House of spirit check

« fake chunk BY ISMMAP f\IAEEN 1
« fake chunk HBUFEEEIG3F, MALLOC_ALIGN_MASK

« fake chunk B size X/NEEFHFEWME fastbin BIEK, EETHEEXSF.
« fake chunk HY next chunk BYAK/N [ 2 * SIZE_SZ, av->system_mem ]



FiaiERhook, RIRMIKEIT, malloc_hook - 0x23, BJLAZHMELER, 2pkone_gadgetBPH],

BRE...A, one_gadget FT—HJFH,

IR A

EfZEAmalloc, one_gadget FHFAHE

EIELXEHRE, LbIITEEAIDouble Free, iLEHERMA&Zmalloc_printerr, IS
JE@Amalloc, MXMHY{Eone_gadget FIHEEITmE

PRIIRER !



FHAIESM IO _struct, RIRHFIXEIT, I0_stdout + 0x9d, FAILAZHELER
stdout R printf B, SifAvtable FTHH xsputn.

RIELER
+ %cDouble Free, AJLURYIO_stdout + 0x9d + 0x10 FEIIEIEARS

-+ vtable FEAMEXCEEIN, FRLMER vtable fEgtitbiit. ZBUFERREIELERRATRTLTERAY

xsputn.

« RiZ vtable {ZXAYMBLUIA, xsputn {RZ/B. ABWUIE (A+B)HBEE, Mpkone_gadget BPAJ

BARREE, FIR!
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