flag(1l:0k)

name_ptr

flOWQr_ptr—siii/////////////2

color

color

color

name




delete

flower_ptr_save

name_ptr \\\\\\\\\\$
color freed

color

color

—> still exist , double
free?



BE(HIRELERIE?

HEELibeitillh: E2RFLIBERHEiHEE? E5iRREnameZSfaiR,
JHEEStackititl . SRIIAKRIT

itHEEHeaptthilt: FItEELibcibit BRIEIT ! |

H1T7System: REFEZEZIHGDouble Free



HHIRATGE,

flower[0]

name[0]

flower[1]

name[1]

malloc

Z{Plhacknote, TR

flower[9] flower[0]

name[0]

flower[2]

flower[1] flower[1]

name[1] name[2]

one

free malloc

XITF (388 -> GFB) > (AF)

hacknoteZ FRLABEIEZRKTH, EE B
o] LA3E s (SLER)

secretgardenAELAEH] (SLEB)
FTLAX A4 T

FRAX 5
XEGH free (flower)
RERARILE (flower->flag = 0)



BE... WNRHK— I Fast, —"Unsorted?

Print name, get bk ptr
So, get unsorted bin addr

flower[0] flower([0]

flower[0]

name[0] name[0] Fast flower[2]

flower[1] flower[1]

flower[1]

Unsorted m=p

two two
malloc free



A A— 1 "Fast, — [ Unsorted?

flower[0]

name[0]

flower[1]

two
malloc

flower[9]

name[0] Fast

flower[1]

Unsorted

two
free

B— A

name[1] BFRIE—IXEBIBE , FTLAMIEREN
, MEE&HE Top chunk

T SERERS R
- Higflower[2], BALLEFH RS

* name[0@] = Unsorted, name[1l] = Fast

B_MAAT Fast F2EFHAIEE , REE !




WE—1EE, BET—KXTEE! |

flower[0] flower[0]

flower([2]

name[0] unsorted
name[ 0] unsorted

flower[1]

flower[1]

name[1]

name[1]

two malloc
one free

flower[0O]

flower[2]

ENEE Small bin

flower[1]

name[1]




\

RBE—NEE BET—XKTEE! |
XEEHEMallocHIRIE, RIRIERK/INgoxeo , FAIHIE
oxdo

« BHXIMNFastbin, Smallbin: £

« [EHUnsorted binf AE—th: =53,
B2R! RS EERI FRIR/INF0x20, EAEnZAY! !

- JEHAUnsorted bin, HRIEA/NSEEISmall / Large
FTLAFAIRYEER S ESmall bin HR

- EikLarge bin: L

- SHEDEHATHBRARIR . HEBAIRIER
FR! BT oHEIVF0x20, ﬁﬁTlEﬂ&%é%Bi&lﬁlééﬁ1 1.

flower[0]

flower[2]

name[0]

flower[1]

Small bin




WE—1EE, BET—KXTEE! |

III!!!III“-
data

\ 4
RIRIER K/ Jgexeo , FfiJH150xdo
fd = small bin[0Oxe]
bk = small bin[@xe]

flower[0]

flower[2]

name[2]

flower[1]

name[1]

flower[0]

flower[2]

name[ 0]

flower[1]

name[1]

Small bin



\

BWE—1HEE, BET—XTEE! |

[RIREER KN J9exeo , Ffi]E B oxdo 1 .

fd = small bin[0Oxe] ower[0]

bk = small bin[©xe] flower[2]
-

fd
bk

MMEE . ‘ N flower[1]
- MIRIE—#E , fd = 11111, ATLASEIbk , RZEFZEsmall bin[oxefRB=E , I5E

o ¥WF1libc, REBERZ , BT M B main_arena{@BBE , MliEismall bin[oxeRBE.
HFlibcEU—ER \x00 , FTLAFLAE LAK]E small bin[exe]HIKEE !

BF : #FE1ibc2.238 , small bin[oxe]—EBE\x48% % , FTLAR(IRE Aname = \x48
IRt fd {322J9 small bin[exe]! FRLARTLABEIfd , BFsmall bin[exe] , REZBER®E , 1B

E




BT LibcEll, RERFHEHITSYstem, {REBEB  Double Free

\ 4

delete Suppose begin with index 4
5 « Malloc twice
flower_ptr_save p———  Free(4),Free(5),Free(4)
colopr \ freed * Malloc(4, our_addr)
color « Malloc(5, something)
color « Malloc(4, something)
* Malloc(our_addr)
0 e
BENIBERANES?
—> exist, double free? * GOT3R: FFTRELOAD, KW

Libc_fini_main: ALSR, ki

hook: =i1!

10 _struct: =!



fERINE, AEELAEHeapEdll, 75iAR EENHEEL i bcEU—HF

flower[0]

fastbin[x] flower[0Q]

name[0] flower[2]

flower[1]

flower[1]

get name[0] address

name[1] name[2]

heap addr = name[0].addr - sizeof(flower[0])




Double Free, —FHRIBE T, LUNXFIEHouse of spirit

Double Free : TR L{ME— ) fake_chunk, ZAfGmalloc (fake_chunk)
House of spirit : {RHiE— " fake_chunk, AGfree(fake_chunk)

Double free check

« fake chunk By size /®BEXMNHEY fastbin FHK

House of spirit check

« fake chunk BY ISMMAP f\IAEEN 1
« fake chunk HBUFEEEIG3F, MALLOC_ALIGN_MASK

« fake chunk B size X/NEEFHFEWMA fastbin BIEK, EATHEEXNSF.
« fake chunk HY next chunk BYAK/N [ 2 * SIZE_SZ, av->system_mem ]



FiaiERhook, RIRMIKEIT, malloc_hook - 0x23, BJLAZHMELER, 2pkone_gadgetBPH],

BRE...A™H, one_gadget FT—rJF,

IRAE

EfEAmnalloc, one_gadget FEFAHTE

EHEANERE, LT E@fIDouble Free, ikEREFEfAmalloc_printerr, TS
JEAAmalloc, MXMHJ{Eone_gadget FHEEITmE

PRIIRER !



FHAEHM IO _struct, RIRHFIKEIT, Io_stdout + 0x9d, AJLAZMHSLER
stdout R printf B, SiFAvtable FHAY xsputn.

RIELER
+ %cDouble Free, AJLURHIO_stdout + 0x9d + 0x10 JREIIEIEAE

-+ vtable FEAMEXCEEIN, FRTLMER vtable fEgtitblit. ZBUFERREIELERRATRTLTERAY

xsputn.

« RiZ vtable {ZAYMBLIA, xsputn {RZ/B. ABWIE (A+B)HBEE, Mpkone_gadget BPAJ

REZRTER, RIIRER!





